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The rental industry has always been

vulnerable to fraud, but in recent years,

advancements in technology have made it

easier for fraudsters to manipulate

application data and exploit weaknesses

in the tenant screening process. As a

result, landlords and property managers

face significant risks, including evictions

and financial losses. Therefore, it is

crucial for rental industry stakeholders to

embrace more advanced screening

techniques to detect and prevent

fraudulent activities. In this white paper,

we will highlight the latest screening tools

that can be used and reasons why

advanced renter and tenant background

screening is necessary. 

Introduction
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Fraudulent activities such as fake identities, forged pay stub documents,
falsified bank assets, phony employment information and more have
become increasingly prevalent in the rental industry. According to the
Federal Trade Commission, between 2019 and 2021 fraud, identity theft and
other deceptions spiked 67% in the U.S. In addition, LexisNexis reported
30,000+ fraud rings involved in identity theft, identity manipulation, fake bank
checks, forgery, filing false claims, etc.  In a 2020 report by the National
Multifamily Housing Council (NMHC), the most common types of rental
application fraud are falsified income or employment information, followed by
falsified credit scores, and falsified rental histories. The report also states
that 42% of apartment firms reported an increase in fraudulent rental
applications in 2020. This highlights the need for more advanced tenant
screening processes to detect and prevent fraudulent activity.

Rental applications
with fraudulent
information had a
13.6% y-o-y rise 
in 2019.

The Current State of Fraud
in the Rental Industry:
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13.6%  increase

https://www.ftc.gov/system/files/ftc_gov/pdf/CSN%20Annual%20Data%20Book%202021%20Final%20PDF.pdf
https://risk.lexisnexis.com/insights-resources/article/identity-fraud-rings


The rental industry must embrace modern technology solutions to combat
fraud effectively. Credit and background checks just isn't enough anymore.
Advanced screening solutions can provide real-time info and verify
employment, income, and bank asset data directly from payroll and bank
integrations. Solutions that use A.I. to scan documents and other application
form data can detect irregularities and discrepancies that may indicate fraud.
By automating the screening process, leasing agents can focus on other
tasks while minimizing the risk of fraudulent activities. A.I. can also be used to
predict the likeliness of a renter to pay rent in the future. 

01 | Income

The Role of Technology 
in Screening:
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02 | Employment
03 | Bank Assets
04 | Identity
05 | Fraudulent Documents
06 | Non-standard applications

Use Technology to Inspect & Verify:
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07 | Residency History
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In addition to screening solutions that verify employment and financial data,
advanced identity verification is crucial to prevent fraud. Simple social security
lookup and name matching are no longer sufficient to verify identities.
Advanced solutions require renters to take a selfie and conduct biometric
facial comparisons to verify their identity accurately. This process ensures
that the applicant's identity matches their identification documents, minimizing
the risk of fraudulent activities and deterring bad actors from even applying. 

Advanced Identity
Verification:
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According to a study by TransUnion, 53% of landlords use bank statements to
verify income and 32% use pay stubs. However, these documents can be
easily falsified, leading to fraudulent rental applications. Using advanced
integrations can eliminate this risk by directly verifying income and assets with
the tenant's bank and employment service. Connecting directly to payroll and
bank services not only provides verified data but also real-time data that is
more accurate than dated statements. Leasing agents are spending more
time on vetting employment data and this technology can easily save time
and allow the on-site team to work on more productive tasks.

Verified Data
From The Source:
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of renters prefer 
to share their 
bank account 
info than 
upload docs.

70% 



Rental applications often require highly sensitive data, such as bank
statements, tax returns, and passports. However, sending this data via email
or other insecure channels can put renters at risk of identity theft. Therefore,
advanced screening solutions simplify the management of sensitive data by
providing secure channels for communication and document management.
Renters are becoming more concerned about protecting their digital identities
and those landlords and property managers that address this concern are
going to be viewed as providing an elevated customer experience. 

Simplifying the Sharing 
of Sensitive Data:
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In today's digital world, renters expect a
modern, seamless, and secure rental
experience. By embracing advanced
screening solutions, rental industry
stakeholders can provide a convenient and
secure screening process that meets renters'
expectations. Advanced solutions can reduce
the amount of administrative tasks required by
leasing agents, automate parts of the
screening process, and provide A.I.
recommendations to simplify the workflow.

The Modern Renter
Experience:
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According to a report by McKinsey &
Company, the use of automation and A.I. in
tenant screening can reduce the time required
to process an application by up to 80%.
Advanced tenant background screening is
critical to reducing fraud in applications,
providing a modern renter experience, and
reducing evictions caused by fraud. By using
modern technology solutions, leasing teams
can deliver a seamless, secure, and
convenient customer experience. Ultimately,
this benefits both the tenant and the leasing
agent by reducing administrative tasks,
improving the rental experience, and ensuring
that rental properties are occupied by
financially capable tenants.



We hope this report was insightful. 

Contact

RentTango Inc.

646.844.6483
www.renttango.com
letsdance@renttango.com
@renttango
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Made with in NYC

Please contact us about
RealScreen  , our comprehensive
advanced screening product made
for today's modern landlords.

TM

MORE AT: www.renttango.com/realscreen

https://www.renttango.com/
https://www.renttango.com/realscreen/

